SOUTHERN ILLINOIS UNIVERSITY
EDWARDSVILLE

PROJECT PROPOSAL

Automated Memory Forensics Bootstrapping
with Volatility

Manish Kumar Bobbili

under the guidance of

Dr. Thoshitha Gamage

November 4, 2016



Contents

1 Introduction

1.1 Computer Forensics . . . . . . . . . .
1.2 Memory Forensics . . . . . . . . . .. e
1.2.1 Memory Forensics Investigation Workflow . . . . ... ... ... ... . ...
1.2.2  Volatility Framework . . . . . . . . . . ...

2 Problem Statement

3 Proposed Solution

3.1 Process . ... e
3.2 Expected Outcome . . . . . . . . .
3.3 Validation . . . . . . . . . e

4 Timeline

List of Figures

1 Memory Forensics Investigate Process . . . . . . . . . . . ... ... ...
2 Stuxnet Experiment Results . . . . . . . . . . .. . ... . ... ...
3 Flow of Experiments in Volatility with User Interventions. . . . . . . . . .. ... ..
4 Architecture of the New Proposed Tool . . .. .. .. ... ... ... ... .....
5 Timeline of the Project with Duration . . . . . . . . ... ... ... ... ......

List of Tables

1 Top Five Forensics Tools . . . . . . . . . . . . . . . . . e



1 Introduction

Computer forensics, a branch of forensics science, is used to investigate and collect evidence from
a computer device. The goal of a forensic investigation is to do a structured investigation, find out
exactly what happened on a digital system, and who was responsible for it. Due to the advances
in technology, cybercrime has also been on the rise. For example, in 2010 a cyberwarfare weapon
called Stuxnet [1] was released to allegedly sabotage the nuclear reactor PLCs (Programmable Logic
Controllers) in Iran [1][2]. Along with the billions of dollars lost, this also caused political tension

between United States and Iran.

The Zues malware [3] which has reportedly infected over 3.6 million computers in USA. Zeus used
a webpage injection [3][4] to steal online bank accounts credentials. FBI in 2010, was able to arrest
the guilty party with the help of computer forensics [5], is another example where memory forensics
analysis is found helpful. In other words, computer forensics can be utilized to better understand

previous attacks and how they worked to take precautions in future cases.

1.1 Computer Forensics

L as “the use of an expert to retrieve, preserve and,

Meyers at el. in [4] defined computer forensics
analyze data from volatile and non-volatile media storage”. Computer forensics can be defined as:
“the use of scientifically derived and proven methods toward the preservation, collection, validation,
identification, analysis, interpretation, documentation, and presentation of digital evidence derived
from digital sources for the purpose of facilitation or furthering the reconstruction of events found
to be criminal, or helping to anticipate unauthorized actions shown to be disruptive to planned
operations” [6].In other words, a computer forensics expert will gather the evidence from volatile
(primary memory) and non-volatile memory (secondary memory) and analyze it to find out what

happened exactly in the memory sample.

A proper computer forensics analysis should be able to provide the past and present state of the
evidence. There are many methods for investigation in computer forensics. The two most common
methods are live data investigation and dead data investigation. Live data investigation is an
investigation performed while the computer is still running. Dead data investigation is investigation
performed by acquiring a recent memory image of the computer that is suspected of being infected
[7].

An advantage of live data investigation is that artifacts gathered from a live system can provide
evidence that is not available in memory [8]. A disadvantage with live data investigation is that
it could lead to false evidence during investigation. For example, the reliability of the results
found on an attacked server are questionable. This is because the investigation is being performed
on a compromised system, which means the results could also be inaccurate [7][9]. Dead data

!The author referred computer forensics as digital forensics



investigation has some advantages over live data investigation counterpart. For example, some
of the artifacts like closed network connections, unlinked processes, virtual address tree etc., are
not available in static memory. Also, we can investigate the data in a trusted environment using
trusted applications. This gives birth to another branch of computer forensics called memory

forensics, which is the focus of my study.

1.2 Memory Forensics

Memory forensics is a branch of digital forensics which is used to gather artifacts on the volatile
data (primary memory). Malware such as Code Red [10], Witty[11], and SQL Slammer [12] are
the examples where the artifacts are hidden in the volatile data rather than the static memory [9].
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Figure 1: Memory Forensics Investigate Process

1.2.1 Memory Forensics Investigation Workflow

Memory forensics investigation is a two-step process: acquiring the image and analyzing it with
a tool. An illustration of the process is provided in Figure 1. Firstly, an image of the compromised
system is acquired. There are several techniques for memory acquisition. Some techniques dis-
cussed by Ruff [13] are hardware-based acquisition, firewire bus, “dd” and “nc” tools, crash dump,
snapshot, page file and hibernation file. In [14], the author discussed the importance of carefully
acquiring sample to avoid any modifications to it. The second step is to analyze the memory sample



Table 1: Top Five Forensics Tools

Name of the tool

Implementation

Disadvantages

SANS SIFT [16]

VMware appliance which
contains the combination of
several other forensic tools
such as (dd, volatility frame-
work)to conduct an in-depth

forensic investigation

It only works in Ubuntu oper-
ating system

Digital-Forensics
Framework[17]

An open source tool which
can be used to access the re-
mote or local devices foren-
sics, hidden files in windows
and Linux OS.

Won’t support live forensic

analysis of the computer

Volatility[18]

An open source framework
which investigates on volatile

memory

The output of the tool wont
differentiate between mali-

cious and non-malicious tools.

The Sleuth Kit[19]

Open source tool which inves-
tigates specifically file system

Limited domain knowledge

Caine[20]

It provides a complete foren-
sics environment which inte-
grate the software tools as
software modules for in-depth

Can perform only for live
data forensics analysis exam-
ination.

forensics investigation

in a trusted operating system with memory forensic tools. In [15], Rafique introduced 38 forensics
tools and including its advantages and disadvantages. In 2014 a survey conducted by Infosec In-
stitute (https://www.infosecinstitute.com/) identified top five tools based on their features such as
disk analysis, registry analysis, network analysis, malware, and rootkit analysis.

Most memory forensics tools produce the same type of result but in different format. Some of the
common outputs from all the memory forensics tools are memory offsets of a particular program,
timestamps, network connections, closed and open sockets. To gather any artifacts, a researcher
needs to have expert knowledge of digital forensics and a thorough understanding of the operating
system Specific internals. As a result, it takes so much time to do the actual investigation.

1.2.2 Volatility Framework

The Volatility Memory Framework is an entirely open assemblage of tools, executed in Python under
the GNU GPL v2 for the abstraction of digital articles from unstable memory (RAM) models [21].
The extraction procedures are performed absolutely independent of the structure being investigated



which allows for higher granular visibility in the runtime situation of the structure. For example,
the volatility framework allows pausing an ongoing analysis at particular offset to perform an in

depth analysis of a partial results.

The Volatility framework will help people to familiarize people to the techniques of how to extract
artifacts from volatile memory samples. Figure 2 shows a snapshot of volatility analysis on Stuxnet,
memory sample acquired from an affected computer that will show the running program list. In
particular, the image has offset of every running programs with PID and PPID (parent PID). It
also contains the number of handles handled by the running programs and with timestamps.
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Figure 2: Stuxnet Experiment Results

2 Problem Statement

The output of most common analyzing memory forensics analysis tools are in a pre-defined format.
This output does not necessarily differentiate between malicious and non-malicious programs. For
an investigator, this could be time consuming as the output should be understood before further
investigations are performed. In other words, the results aren’t filtered to the specific inves-
tigation. Due to this, the investigator will be spending more time filtering the data rather than

spending that time on progressing the investigation.

The flow of experiments using volatility framework manually is shown in Figure 3. The experiment
is performed in a hierarchical manner where the output of one experiment can be fed as input to
next experiment. The forensics investigator has to do recursively all the experiments analyzing the

output from every experiment.
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Figure 3: Flow of Experiments in Volatility with User Interventions.

3 Proposed Solution

In this work, I am proposing a new tool based on the Volatility framework. In my proposed work, I
am using the output of the Volatility framework as input to my tool and to produce more accurate
results. The output of the proposed tool allows investigator to be able to get basic information
which he can interpret better and quicker.

3.1 Process

There are three layers in my proposed approach, which each layer has 2 to 3 experiments. The
decision of which experiments to use at each layer will be determined by the output of the layer
before. First part of the process would be feeding the memory sample to the tool which will
then go through the Layer-1 investigation process. The Layer-1 investigation process will produce
artifacts which will be used to decide the specific Layer-2 experiments. The outcome of the layer-2
experiments will decide the layer-3 experiments. At the end of Layer-3 the investigation is complete
and the artifacts that are found is presented as output. The architecture of the tool consists of

three layers, as shown in Figure 4.

e Layer 1: It consists of experiments which investigates the trivial information of the memory
sample such as listing of running programs, network connections and dynamic loaded libraries.

e Layer 2: Based on the artifacts obtained from layer 1, an investigation on the kernel memory

and registry of the sample is conducted.
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Figure 4: Architecture of the New Proposed Tool

e Layer 3: The final layer is the core layer. When we reach this layer we will be able to create
the timeline of the memory sample by conducting the experiments such as event logs and
time lining along with artifacts gathered from previous outer layers.

3.2 Expected Outcome

At the end of the Process, my tool should be able to generate a list of specific artifacts that an
investigator can use in further analysis. More importantly, my tool will help to accelerate the
forensic analysis by formatting the initial steps that must be performed in any investigation in an
intelligent manner. This will reduce the manual intervention of users and automates the process to

generate required output.



Name of the Project Tentative duration Start of the Week

Level -1

Process List 7 Week -1

Network Connections 7 Week-2

Dynamic Loaded Libraries 7 Week-3

Writing of the report Until end of the project Week-4
Level -2

Kernel Forensics 7 Week -4

Process Memory 7 Week -5

Registry 7 Week -6

Buffer for the project 7 Week -7
Level-3

Event Logs 7 Week -8

Timeline 7 Week -9

Case Study 14 Week -10

Figure 5: Timeline of the Project with Duration

3.3 Validation

In my current research project, I am extending my study on memory forensics using volatility
framework. The scope of this project is to fine tune the existing procedures used for finding
artifacts in memory sample using volatility framework. I plan to validate the output of my tool
by comparing it with what Volatility would have produced without any automation. In addition, I
will attempt to replicate known results. For example, case studies from [22] and volatility labs [23]
using my tool.

4 Timeline
The timeline of the project is shown in the above Figure 5 with the amount of duration for each

experiment. The tasks shown in the image have dependency with previous tasks. The programming
for automating the experiments is done as per the proposed architecture.
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