Final Project - One-armed VRRP Routers with Monitoring/Alerting
AIM:   Aim of the project is to turn our four FreeBSD machines into redundant routers for a private network using the following diagram as reference. [image: http://sites.google.com/site/ece577siue/home/final-project/se-QgPzhKgNPH2EKLLT_5Jg.png?attredirects=0] 

And the end we should be able to monitor the state of the machines and able to send the message to our root folder whenever a VRRP transition occurs.
Before starting the lab available resources we had where a decent PC with two NIC cards inside along port em0 and dc0 and a switch outside with tagged and untagged ports configured as follows
Ports 1-12 - Tagged for VLANs 1 and 100
Ports 13-20 - Untagged for VLAN 1
Ports 21, 22 - Untagged for VLAN 100
Ports 23, 24 - Untagged for VLAN 1(Not USED)
And starting from here following through the steps that are suggested to be implemented, we constructed and implemented our project.
Step 1 - Activate the second NIC on your machines to work in the lab network. This way, you can break your VRRP NIC and still be able to check online to troubleshoot and research.
A: For enabling the port em0 and dc0 with their own individual NIC cards on our machine following changes for the file rc.conf in the directory etc  (NOTE: only changes that are made by SU will work!)
Cd /etc 
Vi rc.conf
# ifconfig_em0="inet 146.163.133.37 netmask 255.255.255.0" 
(as per diagram 1st NIC – 146.163.133.X/24)
#ifconfig_dc0="inet 146.163.133.87 netmask 255.255.255.0"
(as per diagram 2nd NIC – 146.163.133.X+50/24)
As you seen above dco port id is 37+50 = 87 that keeps our dco port outside the address class of ports that where already defined for the other equipment dco ports to avoid address conflicts. The port dc0 is a redundant port which acts just like em0 port at internet accessing.

 During initial experiment we commented the dc0 port working on em0 alone, later by the end of the experiment we commented the configuration for em0 too as it cleared some of the errors during VRRPD router configuration.
Step 2 - Configure the VRRP NIC for VLANs. When this is done, there will be an assigned switch port that will work that the NIC may be moved to.
A: To configure the VRRP NIC for VLANs, first VLAN1 and VLAN100 are assigned by assigning the following command lines in vi  /etc/rc.conf
# ifconfig_em0="up"
# cloned_interfaces="vlan1 vlan100"
# ifconfig_vlan1="inet 146.163.133.37 netmask 255.255.255.0 vlan 1 vlandev em0"
# ifconfig_vlan100="inet 192.168.37.252 netmask 255.255.255.0 vlan 100 vlandev em0"

 // ref[1]
Being “MASTER MACHINE” VLAN 1 is assigned with the IP address ->146.163.133.37 and VLAN 100 is assigned with the IP address -> 192.168.37.252. And vlans are configured to em0 interface.

While backup machine VLAN 1 is assigned with the IP address ->146.163.133.36 and VLAN 100 is assigned with the IP address -> 192.168.37.253.

When the above config lines are executed
Ifconfig_em0 = ”up” signifies the interface em0 is up and active to run.
cloned_interfaces ="vlan1 vlan100" signifies that Entries in cloned_interfaces are automatically appended to network_interfaces(NIC) for configura-tion.[2]

Setting up environment to Test em0 and VLAN 100

Now to test this defined em0 interface is working or not, we took a cable to connect one of the tagged ports of switch ranging from 1-12 to the em0 interface while rebooting the system. To check whether we are able to receive packets or not from terminal we pinged a web page and we received response which states that our valn100 interface is working.
Similarly a client is selected and plugged to one of the switch untagged port, I guess 21. And in network properties our default gateway was chosen as valn100 Id ie at that time 192.168.37.252. And while making wireless off, we are able to make sure that client is able to connect a webpage which again proved valn100 interface is active. Other way we checked by giving command ifconfig which gave us the status of valn100 and of course em0 along.

NOTE: Initially instead of using patch cable we used crossover cable to connect switch and em0 interface, which doesn’t work as a valid interface. So throughout the experiment we used patch cable to test.

Step 3 - Get the PC to work as just a one-armed router. This will involve setting up NAT and forwarding between the networks. This will essentially turn the machine into a one-armed Layer 3 switch. [3] http://www.freebsd.org/doc/en/books/handbook/network-natd.html

A:  Setting up NAT:
     
As per the FreeBSD manual for NAT configuration, NAT accepts the incoming tagged vlan packets from VLAN switch and changes the source to the local machine and re-injects these packets back into the outgoing IP packet stream on valn1. Now configuring NAT we can make our machine run as one-armed router.

So it justifies the Internet connect sharing.

1. To enable the kernel features for network address translation boot loader configuration is done. 
(vi /boot/loader.conf)

#if_vlan_load= "YES"
#ipfw_load="YES"
#ipdivert_load= "YES"
#net.inet.ip.fw.default_to_accept="1" 

If_vlan_load = “YES” states that vlan is enabled. i.e laoding if_vlan module on-boot

2. Kernel configuration was not done.

3. To enable firewall and NAT support at boot time, the following must be in /etc/rc.conf
 

#for NAT

#following are the system startup configuration

#gateway_enable="YES"    Sets up the machine to act as a gateway for both the vlans entering  machine.
#firewall_enable="YES"  -> Enables the firewall rules in /etc/rc.firewall at boot.
#firewall_type="OPEN"  -> This specifies a predefined firewall ruleset that allows anything in. See /etc/rc.firewall for additional types.
#natd_enable="YES" -> to load the NAT daemon at the startup and allows n/w address translation
#natd_interface="vlan1" -> Indicates which interface to forward packets through (the interface connected to the Internet, which is vlan1).

#following are the default lines already provided in rc.conf file

#natd_flags=""  -> Any additional configuration options passed to natd(8) on boot
#lpd_enable="YES"
#hald_enable="YES"
#dbus_enable="YES"
#gdm_enable="YES"

Testing NAT

In similar way as testing vlan100 and em0 interface a client is plugged to one of the untagged ports (21-22) of switch. Now keeping the default gateway for client as the valn100 IP and testing for internet connection keeping wifi off, we were able to ping a website from the client which shows that NAT along with its interface is responding well to our client requests.

Step 4 - Configure and implement VRRP. In the diagram, "X" will need to be one of the two machines between your groups. It doesn't matter which one is used, but both machines will need to be configured the same except where noted.

One before configuring freevrrpd, should install freevrrp package first.
Installing freevrrpd
1. Go to ports  cd  /usr/ports/net/freevrrpd/
2. Issue make install command .


Modifying freevrrpd configuration
1. Go to the directory cd /usr/local/etc and find freevrrpd.conf.sample file
2. Copy the sample file in to the configuration file 
cp freevrrpd.conf.sample freevrrpd.conf 
Now edit the freevrrpd.conf file

[VRID]
# serverid is needed to specify the number of the VRID, here VRID = 1
serverid = 37 -> can be any number and A virtual router is defined by its virtual router identifier         (VRID) and a set of IP addresses [3]
# you must set interface with a real interface name of your system
# this interface is used for sending VRRP announces
interface = vlan100

# this option specify a timeout for an interface like bge/em go down and up
# when an ethernet (lladdr) adress is setted on it. em/bge take about 2/3
# secondes before becoming up and running after transiting MASTER/BACKUP states
# the default is 10 seconds and must work with all NICs without problems
carriertimeout = 10

# choose to send a gratuitous ARP packet or not. By default, freebsd must send
# a gratuitous ARP when the MAC is changed on a device. But you can specify
# to freevrrpd to send a gratuitous ARP for updating ARP tables on the network
# the default is no
sendgratuitousarp = yes

# priority = 255 is a MASTER of the VRID
# priority < 255 is a BACKUP with a priority 0 to 254
# 254 is a higher BACKUP priority
priority = 255

If the receiving ADVERTISEMENT value is less than or equal to priority(255) then the current machine acts as master otherwise it goes to backup. Always highest priority is the master machine.[4]

# the following is address we defined for our vrrp IP and note that this is the ID for master
addr = vlan100:192.168.37.254/24 [3]






In rc.conf

              #VRRP Enable 

              freevrrpd_enable = “YES” is been commented because that enables the freevrrpd even in the backup mode.

Remaining all lines in the early copy of freevrrpd.conf have been commented as shown in the bibliography section for freevrrpd.conf file.

                TESTING VRRP [5]

(NOTE: Before any testing for the configuration changes you made, just reboot the system)

1. At first copy the sample file for freevrrpd.sh 
2. IN this directory /usr/local/etc/rc.d/freevrrpd.sh.sample to  /usr/local/etc/rc.d/freevrrpd.sh
3. You can start both the boxes in the same time, the freevrrpd is started by giving the following command:
 /usr/local/etc/rc.d/freevrrpd.sh start
4. Now to check freevrrpd is working in mastermode, issue the ifconfig command and from the info of vlan100 we can infer that 


Output when Master


> ifconfig 
em0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=9b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
	ether 00:00:5e:00:01:25
	media: Ethernet autoselect (100baseTX <full-duplex>)
	status: active

vlan1: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=3<RXCSUM,TXCSUM>
	ether 00:00:5e:00:01:25
	inet 146.163.133.37 netmask 0xffffff00 broadcast 146.163.133.255
	media: Ethernet autoselect (100baseTX <full-duplex>)
	status: active
	vlan: 1 parent interface: em0
vlan100: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=3<RXCSUM,TXCSUM>
	ether 00:00:5e:00:01:25
	inet 192.168.37.252 netmask 0xffffff00 broadcast 192.168.37.255
	inet 192.168.37.254 netmask 0xffffff00 broadcast 192.168.37.255
	media: Ethernet autoselect (100baseTX <full-duplex>)
	status: active
	vlan: 100 parent interface: em0

>above message box shows that valn100 with 192.168.37.252 and
                                                      vrrp ip   with 192.168.37.254  master router active 
   which also signifies that backups are still backup






Message 259:
From root@chronophobia.exp.ee.siue.edu Wed Apr 28 15:52:00 2010
Date: Wed, 28 Apr 2010 15:51:31 -0500 (CDT)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: wps@chronophobia.exp.ee.siue.edu
Subject: master

chronophobia to master at Wed Apr 28 15:51:23 2010


Output when Slave/Backup

      > ifconfig
em0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=9b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,VLAN_HWCSUM>
	ether 00:0e:0c:da:5f:19
	media: Ethernet autoselect
	status: no carrier

vlan1: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=3<RXCSUM,TXCSUM>
	ether 00:0e:0c:da:5f:19
	inet 146.163.133.37 netmask 0xffffff00 broadcast 146.163.133.255
	media: Ethernet autoselect
	status: no carrier
	vlan: 1 parent interface: em0
vlan100: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500
	options=3<RXCSUM,TXCSUM>
	ether 00:0e:0c:da:5f:19
	inet 192.168.37.252 netmask 0xffffff00 broadcast 192.168.37.255
	media: Ethernet autoselect
	status: no carrier
	vlan: 100 parent interface: em0


Message 258:
From root@chronophobia.exp.ee.siue.edu Wed Apr 28 15:51:59 2010
Date: Wed, 28 Apr 2010 15:51:59 -0500 (CDT)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: wps@chronophobia.exp.ee.siue.edu
Subject: backup

chronophobia to backup at Wed Apr 28 15:51:57 2010

5.  Checking from client 
              A client with default gateway address as 192.168.37.254 and Ip address of 192.168.37.100 and DNS server id as 146.163.252.6 is plugged to tagged port. 
And issuing ping www.google.com we made sure that whole setup is going fine.
            Now to test which system is in master mode a webpage www.cmyip.com[6] is opened that gives the IP address of the master machine which is serving the host.
     



Monitoring/Alerting:

Step 5 - Once VRRP is working, you will need to come up with a way to check for transitions. If/when it does, you must be able to send an alert in some fashion. (HINT: This part should already be mostly setup).

A: In fact the part that should be done before. The step has been redone since we have to reinstall the FreeBSD into our machines.

So we started with installing syslog-ng version 3 from ports tree using portmaster.  And fallowing instructions from pkg-message we changed our system setup to use Syslog-ng.

After installing SEC version 2.5.1 from the ports tree using port master, we placed it in usr/local/bin directory, where simultaneously we created an SEC configuration file to begin matching log patterns.

We named that file mon.conf that traces the transition of our vrrpd router from master <-> backup.
This configuration file objective is to track the messages from var/log/syslog/$date/messages and send them as mail to root. For our group root is wps@localhost.

In cd /usr/local/etc/syslog-ng

And in configuration file syslog-ng.conf file the following change is made to run the SEC and monitoring file to run in parallel at same time dynamically.

destination d_sec {
program ("/usr/local/bin/sec -input=\"-\" -conf=/usr/local/bin/mon.conf");

the below is our mon.conf file 
#Apr 20 13:32:39 chronophobia freevrrpd[1343]: server state vrid 37: backup
#Apr 20 13:33:19 chronophobia freevrrpd[1343]: server state vrid 37: master
type = Single
ptype=RegExp
desc=$0
//the line below will check the pattern for backup
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+\S+\s+server state vrid (\d+): backup
//it then sends the mail to the localhost if the machine goes to backup
action=pipe '$1 to backup at %t' /usr/bin/mailx -s "backup" wps@localhost

//the line below will track for the master and sends the mail to the local host.
type = Single
ptype = RegExp
desc=$0
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+\S+\s+server state vrid (\d+): master
action=pipe '$1 to master at %t' /usr/bin/mailx -s "master" wps@localhost

the result of the file are sent as mail to wps@localhost

Here localhost is chronophobia.exp.ee.siue.edu







For example

Mail version 8.1 6/6/93.  Type ? for help.
"/var/mail/wps": 264 messages 13 new 242 unread

 U245 root@chronophobia.ex  Wed Apr 28 15:03  30/1249  "Nvi saved the file rc"
 U246 root@chronophobia.ex  Wed Apr 28 15:03  30/1268  "Nvi saved the file lo"
 U247 root@chronophobia.ex  Wed Apr 28 15:03  19/880   "master"
 U248 root@chronophobia.ex  Wed Apr 28 15:04  19/880   "backup"
 U249 root@chronophobia.ex  Wed Apr 28 15:04  19/880   "master"
 U250 root@chronophobia.ex  Wed Apr 28 15:06  19/880   "master"
 U251 root@chronophobia.ex  Wed Apr 28 15:06  19/880   "backup"
>N252 root@chronophobia.ex  Wed Apr 28 15:45  18/870   "backup"
 N253 root@chronophobia.ex  Wed Apr 28 15:46  18/870   "master"
 N254 root@chronophobia.ex  Wed Apr 28 15:49  18/870   "backup"
 N255 root@chronophobia.ex  Wed Apr 28 15:51  29/1239  "Nvi saved the file rc"
 N256 root@chronophobia.ex  Wed Apr 28 15:51  29/1258  "Nvi saved the file lo"
 N257 root@chronophobia.ex  Wed Apr 28 15:51  18/870   "backup"
 N258 root@chronophobia.ex  Wed Apr 28 15:51  18/870   "backup"
 N259 root@chronophobia.ex  Wed Apr 28 15:52  18/870   "master"
 N260 root@chronophobia.ex  Wed Apr 28 15:54  18/870   "master"
& $ -> command to take you to the  last message in stack

Message 264:
From root@chronophobia.exp.ee.siue.edu Fri Apr 30 12:48:42 2010
Date: Fri, 30 Apr 2010 12:48:42 -0500 (CDT)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: wps@chronophobia.exp.ee.siue.edu
Subject: master

chronophobia to master at Fri Apr 30 12:48:40 2010

&

The above example gives that our status of Machine is in Master Mode.


Some Final Changes
After the entire setup was ready to test we found one error in our experiment. The error was DNS resolving error, which is preventing the messages being sent to the root when we unplug the patch cable.  To overcome this following changes are made in the files

vi /etc/hosts

::1 localhost localhost.exp.ee.siue.edu
127.0.0.1 chronophobia.exp.ee.siue.edu chronophobia localhost
146.163.133.37 chronophobia.exp.ee.siue.edu
 
Conclusion:  A demonstration with our setup with FreeBSD machines as Master and Backup routers are successfully experimented with above results in the presence of Prof.Jeremy Wood.








References

[1] Author unknown, “http://www.cyberciti.biz/faq/howto-configure-freebsd-vlans-with-ifconfig-command/”

[2] Matthew Seaman,article from ”http://www.mail-archive.com/freebsd questions@freebsd.org/msg00979.html”

[3] FreeBSd Manual

[4] RFC 3768, http://www.faqs.org/rfcs/rfc3768.html
“
[5] David Thiel, “http://redundancy.org/fbsd_lb.html” , 2006.

[6] Uknown Administer, “ www.cmyip.com “




 

Presented under Guidance of Proff.Jeremy Wood















BIBILOGRAPHY
1.  rc.conf
# -- sysinstall generated deltas -- # Thu Apr 15 09:59:21 2010
# Created: Thu Apr 15 09:59:21 2010
# Enable network daemons for user convenience.
# Please make all changes to this file, not to /etc/defaults/rc.conf.
# This file now contains just the overrides from /etc/defaults/rc.conf.
defaultrouter="146.163.133.254"
hostname="chronophobia.exp.ee.siue.edu"

ifconfig_dc0= "inet 146.163.133.87 netmask 255.255.255.0"
#ifconfig_em0="inet 146.163.133.37  netmask 255.255.255.0"
linux_enable="YES"
nfs_client_enable="YES"
ntpdate_enable="YES"
ntpdate_flags="-b shiva.ee.siue.edu"
saver="green"
sshd_enable="YES"

2.for vlan

ifconfig_em0="up"
cloned_interfaces="vlan1 vlan100"
ifconfig_vlan1="inet 146.163.133.37 netmask 255.255.255.0 vlan 1 vlandev em0"
ifconfig_vlan100="inet 192.168.37.252 netmask 255.255.255.0 vlan 100 vlandev em0"


3.for NAT
gateway_enable="YES"
firewall_enable="YES"
firewall_type="OPEN"
natd_enable="YES"
natd_interface="vlan1"

lpd_enable="YES"
hald_enable="YES"
dbus_enable="YES"
gdm_enable="YES"

#for syslog
syslog_ng_enable="YES"
syslogd_enable="NO"

freevrrpd.conf
# This is a simple configuration file for freevrrpd
# Please read the documentation before modifying these parameters
# I recommend to not set addr to the unique and real ip of your server because
# if freevrrpd will shutdown, your server will don't have any IP address.
# a good utilization is to set a real IP address not managed by freevrrpd and
# then choosing an alias for the virtual IP address managed by freevrrpd
# Each VRID Section must begin with [VRID] keyword
[VRID]
# serverid is needed to specify the number of the VRID, here VRID = 1
serverid = 37

# you must set interface with a real interface name of your system
# this interface is used for sending VRRP announces
interface = vlan100

# useVMAC option let you the possibility to use standard Virtual MAC adresses
# defined by RFC2338 or not. If set useVMAC = no, ethernet adresses of devices
# are never changed. you must specify sendgratuitousarp = yes in this case.
# the default option is yes
#useVMAC = no 

# this option specify a timeout for an interface like bge/em go down and up
# when an ethernet (lladdr) adress is setted on it. em/bge take about 2/3
# secondes before becoming up and running after transiting MASTER/BACKUP states
# the default is 10 seconds and must work with all NICs without problems
carriertimeout = 10

# choose to send a gratuitous ARP packet or not. By default, freebsd must send
# a gratuitous ARP when the MAC is changed on a device. But you can specify
# to freevrrpd to send a gratuitous ARP for updating ARP tables on the network
# the default is no
sendgratuitousarp = yes

# priority = 255 is a MASTER of the VRID
# priority < 255 is a BACKUP with a priority 0 to 254
# 254 is a higher BACKUP priority
priority = 255

# addr option is need to specify ip address(es) associated with the VRID
# you can specify multiple addresses separated by ','
# netmask is specified with CIDR notation so number after '/' represent the
# number of bits set to 1 for the netmask.
# eg: /24 is 11111111 11111111 11111111 00000000 = 255.255.255.0
# you can specify another (pseudo-)device for setting this(ese) adress(es)
#addr = 10.0.0.1/32, vlan100:192.168.1.1/30, vlan101:192.168.10.1/30
addr = vlan100:192.168.37.254/24 

3. syslog-ng.conf
#
# This sample configuration file is essentially equilivent to the stock
# FreeBSD /etc/syslog.conf file.
#
#
# options
#
options { long_hostnames(off); sync(0); };
#
# sources
#
source src { unix-dgram("/var/run/log");
             unix-dgram("/var/run/logpriv" perm(0600));
	     udp(); internal(); file("/dev/klog"); };


# destinations

#destination messages { file("/var/log/messages"); };
destination messages { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/messages" create_dirs(yes)); };

#destination security { file("/var/log/security"); };
destination security { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/security"); };

#destination authlog { file("/var/log/auth.log"); };
destination authlog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/auth.log"); };

#destination maillog { file("/var/log/maillog"); };
destination maillog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/maillog"); };

#destination lpd-errs { file("/var/log/lpd-errs"); };
destination lpd-errs { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/lpd-errs"); };

#destination xferlog { file("/var/log/xferlog"); };
destination xferlog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/xferlog"); };

#destination cron { file("/var/log/cron"); };
destination cron { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/cron"); };

#destination debuglog { file("/var/log/debug.log"); };
destination debuglog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/debug.log"); };

#destination consolelog { file("/var/log/console.log"); };
destination consolelog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/console.log"); };

#destination all { file("/var/log/all.log"); };
destination all { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/all.log"); };

#destination newscrit { file("/var/log/news/news.crit"); };
destination newscrit { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.crit"); };

#destination newserr { file("/var/log/news/news.err"); };
destination newserr { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.err"); };

#destination newsnotice { file("/var/log/news/news.notice"); };
destination newsnotice { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.notice"); };

#destination slip { file("/var/log/slip.log"); };
destination slip { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/slip.log"); };

#destination ppp { file("/var/log/ppp.log"); };
destination ppp { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/ppp.log"); };

destination console { file("/dev/console"); };
destination allusers { usertty("*"); };
#destination loghost { udp("loghost" port(514)); };

destination d_sec {
program ("/usr/local/bin/sec -input=\"-\" -conf=/usr/local/bin/mon.conf");
};

#send all logs to sec
log {
 source(src);
 destination(d_sec);
};

4. mon.conf
#Apr 20 13:32:39 chronophobia freevrrpd[1343]: server state vrid 37: backup
#Apr 20 13:33:19 chronophobia freevrrpd[1343]: server state vrid 37: master
type = Single
ptype=RegExp
desc=$0
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+\S+\s+server state vrid (\d+): backup
action=pipe '$1 to backup at %t' /usr/bin/mailx -s "backup" wps@localhost 

type = Single
ptype = RegExp
desc=$0
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+\S+\s+server state vrid (\d+): master
action=pipe '$1 to master at %t' /usr/bin/mailx -s "master" wps@localhost  




5. loader.conf
if_vlan_load= “YES”
ipfw_load= “YES”
ipdivert_loade=”YES”
net.inet.ip.fw.default_to_accept= “1”



image1.png
Client PC will use
the VRRP IP as its
default route. Use
146.163.252.6 for

DNS.
192.168.X.100/24 - VRRP Routers must do 2
things:
Perform VRRP for master-
Client VLAN Switch backup default route.
Perform NAT for private

_-_,'/ /‘ s\\! network.

192.168.X.252/24 - VLAN 100 192.168.X.253/24 - VLAN 100
146.163.133.X/24 - VLAN 1 VRRP VRRP 146.163.133.Y/24 - VLAN 1
Router Router

2nd NIC - 146.163.133.X+50/24 2nd NIC - 146.163.133.Y+50/24

VRRP IP - 192.168.X.254/24
VRID - X




