LAB ASSIGNMENT # 2 – ECE 577
· Basic usage of the command line interface 
· Installing applications from the ports tree 
· Man page usage and how to get further help 
· File system structure
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Question #1 - Open a command terminal and issue the command date. What is the output from this command? Judging from the output, what does this command do?
A: When Date command is issued
· date
Output appeared to be 
· Fri Jan 22 16:34:32 CST 2010

This command gives day in the week, Month followed by date and 24 hour time in the main server (or) Kernel clock fallowed by CST (Central standard time) with year.
Further I used command export TZ environmental variable as an experiment which is intended to transfer time zone
· export TZ = Asia/Hyderabad 
which resulted in command not found.
Question #2 - Now issue the command date -u. What changed with the output from just issuing the date command? The -u is called a "flag" for a command line program. After comparing the output from the 2, what does -u do?
A: when date –u command is issued 
· date –u
· Fri Jan 22 22:50:50 UTC 2010

The result is co-ordinate Universal Time (UTC) which is same as Greenwich Mean Time.
So after comparing the output from the 2 it is clear that additional options like –u with date helps in finding different standard time then one in the kernel. 
And several other options like -d –f –j –n and –r are used along with date command for daylight saving and formatting etc.
Question #3 - Look through this information it presents, and describes in your own words what this command does.

A: When I executed this command, the information thus appeared seemed to be same as Task manager in Windows. The window provides the information for the events which they are scheduled on. 
And also the information about the CPU processes is being updated from time to time. There are multiple columns of information like the one is WCPU column. This column is displaying weighted CPU percentage.
I can differentiate IDLE process among ACTIVE process.
Question #4 - Describe what has happened during the install process by looking at the output.
A: After issuing first ‘make install clean’ command, it stated portmaster-2.16 is already installed. 
After make deinstall and make reinstall portmaster-2.16 is installed. 
After I issued “make install clean” it didn’t shown me any blue optional screen which I assumed as the ports have been already installed and configured before.
Question #5 - Using the man page for portmaster, answer which command line option will only use packages instead of building the port from source.
A:  Out of number of –packages* options available -P|--packages command line which use packages, but build port if not available.
Question #6 - What flag will list all of the installed ports on the system?
A:  After run ‘make config’ for all ports by –force-config and then issuing  flag –l will give all of the installed ports on the system.
Question #7 - How would you permanently add or remove options to portmaster?
A: First entering the directory /usr/local/etc/portmaster.rc and then uncommenting the portmaster.rc file by the line   # MAKE_PACKAGE=gopt or by issuing the command  (-g) (# Make and save a package of the new port), we can permanently remove options to postmaster.
Question #8 - List the output from this command. Which file system has the most free space? Which one has the least?
A: File system -> [ /dev/ad4s1g]  size->     33G   used->  4.0K     avail -> 30G    capacity-> 0%    Mounted /export ] as available space is 30G, this file system has more available space.
And    devfs          1.0K    1.0K     used -> 0B   capacity-> 100%    /dev as available space is Nill this file system has less free space.
Question #9 - Issue the command find / -name portmaster. What does this command perform? (Use the man page if you are unsure). What is the output of this command?
A: This command gives us the location of the folders where we can find portmaster files
   Output: 

/usr/local/sbin/portmaster
/usr/local/share/portmaster
/usr/ports/ports-mgmt/portmaster
/var/db/ports/portmaster
When I went through remote access the output was permission denied for all the files and directories and the users it searched for.


Question #10 - What did this command just do? Can you still use the program portmaster? What happens if you issue type ~/portmaster? Based on what you have seen, does the program portmaster still "work"?
A: This command mv /usr/local/sbin/portmaster ~ renames /usr/local/sbin/portmaster to /usr/home/hare/portmaster. 
And now when issued ~/portmaster command the ouput was
 ===>>> No valid installed port, or port directory given
===>>> Try portmaster –help
Denoting invalid ports. SO program portmaster donot work as its path been moved to another directory.






	



















ECE 577 Lab3
Introduction to Perl
1. Commented copy of the Perl code
2. Output when the program is run
Harsha R Are
800393990


















· 1. commented copy of perl code
#lab3.pl --> lab assignment 3
#compiler unknown? (FreeBSD?)
#date: Thu Feb. 4 21:52:40 CDT 2010


#part 1

#!/usr/bin/perl

use strict;
use warnings;
# Question:You must turn on warnings and you must use strict variable assignment


my $i =0 ;
my $lines = 0;
my $buffer = 0;
my $data_file="labtext.txt";#renamed file of text.txt

# variable i , lines , buffer are delcared as global variables
# data_file is absorbing data from labtext.txt which is provided in lab manual

open(DAT, $data_file) || die("Could not open file!"); #data from data_file is being entered in to DAT
my @raw_data=<DAT>; #noe data from DAT is being transferred in to raw_data
chomp @raw_data;#trailing new line symbols are deleted by chomp
close(DAT);#close the data file
#Question Read in a text file for processing

#now print this original array

print "Original Data in test.txt: @raw_data \n "; #this is the array from the labtext.txt which is moved to raw_data


#now read number of lines in this string


           open(FILE, $data_file) or die "Can't open `$data_file': $!";
           while (sysread FILE, $buffer, 4096) {
               $lines += ($buffer =~ tr/\n//);
           }$lines = $lines-
           close FILE;
#the above operation not just works with labtext.txt but any file
#ref 1



#part 2

my $var1 = 0;
my $var2=0;
my $var3=0;
my $var4=0;
#the above are the four variables to cary the operations from lab manual 3
my $word1 = "ece577";
 for($i =0; $i < $lines ; $i ++)
{
 chomp @raw_data;
 #Question: If a line matches the word "ece577", store the line number into a new variable
 if($raw_data[$i] =~ m/ece577/)
 {                        # checking the match for ece577
    $var1=$i;             # saving the line number in var1
   print "line number for ece577 & variable 1: $var1  \n ";#now display var1 on the output screen for record
  }# Question:If a line matches the word "networking", replace the word "networking" with the word "life"
   elsif($raw_data[$i] =~ m/networking/) #seraching for networking word among string
   {
    $raw_data[$i]=~ s/networking/life/;#replacing it with life whereever network string is present
   }# Question :If a line matches the word "Omni", store the line number into a new variable and add 4 to it.
     elsif ($raw_data[$i] =~ m/Omni/ ) 
     {                                 #search for word Omni
      $var2 = $i+4; #adding 4 to the line number and storing to variable 2
      print "|omni operation|variable 2 :$var2 \n";	
     }# Question: If a line matches the word "USB", store the line number into a new variable and multiple it by 7.

      elsif ($raw_data[$i] =~ m/USB/)
       { #search for word USB
         $var3 = $i * 7;  #multiplying line number by 7 and storing to variable 3
         print "|usb operation|variable 3 : $var3 \n";
      } 		
}
#Question:Once the array is processed, do the following arithmetic on the variables and save it into another new variable.
 print "modified data : @raw_data \n ";
 $var4=$var3+$var2-$var1; # variable 4
 print "Final output for var4 frm var3+var2-var1 is : $var4 \n ";
 print "***************************************\n";
 #the print format asked for the display
 print "the answer to @raw_data is $var4 \n ";
 





#note : Part 1 reads the string length in any other text document and gives out string length automatically
#part 2 is made with reference to lab excercise
#the line count starts from 0, as array stores its value starting from 0
#reference 1 :" http://www.perlmonks.org/?node_id=28301 " , author --newbie00 , lines 50 to 55.
3. Output when the program runs
OUTPUT:
> perl lab3.pl
		Original Data in test.txt: ece577 networking perl Omni USB

	 line number for ece577 & variable 1: 0

	 |omni operation|variable 2 :7

	|usb operation|variable 3 : 28

	modified data : ece577 life perl Omni USB

	 Final output for var4 frm var3+var2-var1 is : 35

	 ***************************************

	the answer to ece577 life perl Omni USB  is 35

















Lab Assignment #5 - Syslog-ng and SEC 
#Ece 577 
# Harsha Are
AIM:  To understand log entries and analyze them in real time by SEC program and make SEC to write or mail the actions of syslog in to local host ; if possible mail to my personnel email-ID.
PROCEDURE:
Step 1 –(Q) Install Syslog-ng version 3 from the ports tree using portmaster. You may accept the defaults for the configuration options
Ans:  As a first attempt to install syslog-ng version 3

   1. Go to /usr/ports/sysutils/syslog-ng

 And type chronophobia# make install clean
 
 2. Next to verify wether the files are installed are not 

 I gave make search name = syslog-ng3.0.3_3. Resulted in error saying “make: don’t know how to make search. stop”

 




[image: ]
After the above window prompted out we choose the defaults and selected ok.

Step 2 – (Q) Following the instructions from pkg-message on how to setup your system to use Syslog-ng. To view the message after installation, use the command pkg_info -xD syslog-ng3.0.3_3. In the unlikely case the version is different when you install it, use the appropriate version in the command.

Ans:  In first set following command was run

chronophobia# pkg_info -xD syslog-ng3 3.0.3_3


After entering the above command we where been directed to a set of instructins asking to complete in steps.












	Information for syslog-ng3-3.0.3_3:

	

	Install notice:

	

	syslog-ng is now installed!  To replace FreeBSD's standard syslogd

	(/usr/sbin/syslogd), complete these steps:

	

	1. Create a configuration file named /usr/local/etc/syslog-ng.conf

	   (a sample named syslog-ng.conf.sample has been included in

	   /usr/local/etc). Note that this is a change in 2.0.2

	   version, previous ones put the config file in

	   /usr/local/etc/syslog-ng/syslog-ng.conf, so if this is an update

	   move that file in the right place

	

	2. Configure syslog-ng to start automatically by adding the following

	   to /etc/rc.conf:

	

	        syslog_ng_enable="YES"

	

	3. Prevent the standard FreeBSD syslogd from starting automatically by

	   adding a line to the end of your /etc/rc.conf file that reads:

	

	        syslogd_enable="NO"

	 

	4. Shut down the standard FreeBSD syslogd:

	

	     kill `cat /var/run/syslog.pid`

	

	5. Start syslog-ng:

	

	     /usr/local/etc/rc.d/syslog-ng start



2.1 note
After entering the directory /usr/local/etc a syslog-ng.conf is copied from syslog-ng.conf.sample file

2.2
Moving to /etc/rc.conf 

The syslog_ng_enable = ”yes” is made.

2.3
And syslog_enable    = “No” is added.
Syslogd disabled

2.4
Using kill option the FreeBSD syslogd has been shut down.

2.5
After /usr/local/etc/rc.d/syslog-ng start
It gave me errors 
TO check the status of syslog packages ps –aux|grep syslog is used at this point




Step 3 - Change the log destinations from the default to be in the form /var/log/syslog/$DATE/<log> (the angle brackets are not needed, only to emphasize the changing log names). The $DATE will need to be in a yyyymmdd format. For example, Feb. 16th, 2009 will be 20091216

#
# destinations
#
#destination messages {file ("/var/log/messages"); };
destination messages { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/messages" create_dirs(yes)); };

Writing what destination block is used in logs and sending messages to be appear in /var/log/syslog/R_YEAR$R_MONTH$R_DAY directory

#destination security { file("/var/log/security"); };
destination security { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/security"); };

#destination authlog { file("/var/log/auth.log"); };
destination authlog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/auth.log"); };

#destination maillog { file("/var/log/maillog"); };
destination maillog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/maillog"); };

#destination lpd-errs { file("/var/log/lpd-errs"); };
destination lpd-errs { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/lpd-errs"); };

#destination xferlog { file("/var/log/xferlog"); };
destination xferlog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/xferlog"); };

#destination cron { file("/var/log/cron"); };
destination cron { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/cron"); };

#destination debuglog { file("/var/log/debug.log"); };
destination debuglog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/debug.log"); };

#destination consolelog { file("/var/log/console.log"); };
destination consolelog { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/console.log"); };

#destination all { file("/var/log/all.log"); };
destination all { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/all.log"); };

#destination newscrit { file("/var/log/news/news.crit"); };
destination newscrit { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.crit"); };

#destination newserr { file("/var/log/news/news.err"); };
destination newserr { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.err"); };

#destination newsnotice { file("/var/log/news/news.notice"); };
destination newsnotice { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/news.notice"); };

#destination slip { file("/var/log/slip.log"); };
destination slip { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/slip.log"); };

#destination ppp { file("/var/log/ppp.log"); };
destination ppp { file("/var/log/syslog/$R_YEAR$R_MONTH$R_DAY/ppp.log"); };

destination console { file("/dev/console"); };
destination allusers { usertty("*"); };
#destination loghost { udp("loghost" port(514)); };



Step 4 - Install SEC version 2.5.1 from the ports tree using port master. There should be no compile time options you need to set for it.

4.

cd /usr/ports/sysutils/sec

chronophobia# make install clean
===>  Vulnerability check disabled, database not found
=> sec-2.5.1.tar.gz doesn't seem to exist in /usr/ports/distfiles/.
=> Attempting to fetch from http://heanet.dl.sourceforge.net/project/simple-evcorr/sec/2.5.1/.
sec-2.5.1.tar.gz                              100% of   83 kB   97 kBps
===>  Extracting for sec-2.5.1
=> MD5 Checksum OK for sec-2.5.1.tar.gz.
=> SHA256 Checksum OK for sec-2.5.1.tar.gz.
===>  Patching for sec-2.5.1
===>  Configuring for sec-2.5.1
===>  Installing for sec-2.5.1
===>   sec-2.5.1 depends on file: /usr/local/bin/perl5.8.9 - found
===>   Generating temporary packing list
===>  Checking if sysutils/sec already installed
install  -o root -g wheel -m 555 /usr/ports/sysutils/sec/work/sec-2.5.1/sec.pl /usr/local/bin/sec
install  -o root -g wheel -m 444 /usr/ports/sysutils/sec/work/sec-2.5.1/sec.pl.man /usr/local/man/man8/sec.8
cd /usr/ports/sysutils/sec/work/sec-2.5.1 && install  -o root -g wheel -m 444 ChangeLog README /usr/local/share/doc/sec
cd /usr/ports/sysutils/sec/work/sec-2.5.1/contrib && install  -o root -g wheel -m 444 convert.pl itostream.c swatch2sec.pl /usr/local/share/sec
===> Installing rc.d startup script(s)
===>   Compressing manual pages for sec-2.5.1
===>   Registering installation for sec-2.5.1
===>  Cleaning for sec-2.5.1

5.

Step 5 - You will need to create an SEC configuration file to begin matching log patterns. Analyze your syslog-ng logs and find an entry where a user used the su program to change to root. Create a pattern match in SEC that will capture this log entry and send an email to your SIUE email account when it happens. You will need to include the date, time, and username of the user who switched to root. Do NOT simply send the log message as the email, create a meaningful message from the log entry.

We place our sec.pl in usr/local/bin directory

5. Using SEC from syslog-ng



And from the following link and in the SEC section

http://www.campin.net/newlogcheck.html

with sec that uses temp files and same kind of functionality

######################################################################

destination d_sec { 

        #
        # the redirection here makes syslog-ng invoke sec using a shell instead of directly
        # which leaves sec still running after syslog-ng restarts, DON'T do the redirect unless
        # you really know what you're doing!
        #
        #program("/usr/local/sbin/sec.pl -input=\"-\" -#conf=/usr/local/etc/sec.conf >/var/log/sec.er
#r 2>&1"); 

# use this one
        program("/usr/local/bin/sec -input=\"-\" -conf=/usr/local/bin/mon.conf"); 
};

# send all logs to sec
log { 
        source(src);
        destination(d_sec); 
};

##################################################












Add in the directory /usr/local/bin/mon.conf
mon.conf

#Bad su 
# ----------- 
#
type=Single
ptype=RegExp 
desc=$0 
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+su: BAD SU (\S+) to (\S+) on (\S+)
action=pipe '$2 failed SU to $3 on $1 at %t'/usr/bin/mail -s  "LoginFailure" hare@localhost 

#Good su detection

type=Single
ptype=RegExp
desc=$0
pattern=\S+\s+\d+\s+\S+\s+(\S+)\s+su: (\S+) to (\S+) on (\S+)
action=pipe '$1 su: $2 to ROOT on $4  at %t' /usr/bin/mail -s "LoginSuccess" hare@localhost

The above monitors the messages of logfiles from syslog


Mailing the log sessions to the email id hasn’t been done because of settings that are disabling the mail.




Step 6 - Change the Syslog-ng configuration such that ALL log files will be passed through the SEC program with your new configuration.

For doing this action mon.conf and sec.pl are taken in to same directory

program("/usr/local/bin/sec -input=\"-\" -conf=/usr/local/bin/mon.conf"); 
};
Every time when SU is run the log files are taken in to mon.conf where it looks for pattern matching and produces the action to mail the pattern to your local host.

In this example hare@localhost.

To check the mail output


Chronophobia# mail

Chronophobia# $ lastmessage number










OUTPUT:
chronophobia# echo "body of mail" | mail -s "subject" hare@localhost




From root@chronophobia.exp.ee.siue.edu Wed Mar  3 14:48:19 2010
Date: Wed, 3 Mar 2010 14:48:19 -0600 (CST)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: hare@chronophobia.exp.ee.siue.edu
Subject: subject

body of mail

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

for bad login 

Date: Wed, 3 Mar 2010 14:50:38 -0600 (CST)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: hare@chronophobia.exp.ee.siue.edu
Subject: LoginFailure

hare failed SU to root on chronophobia at Wed Mar  3 14:50:38 2010

&
Xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

For good login 

$179
Message 179:
From root@chronophobia.exp.ee.siue.edu Wed Mar  3 14:51:19 2010
Date: Wed, 3 Mar 2010 14:51:19 -0600 (CST)
From: Charlie Root <root@chronophobia.exp.ee.siue.edu>
To: hare@chronophobia.exp.ee.siue.edu
Subject: LoginSuccess

chronophobia su: hare to ROOT on /dev/ttyp0  at Wed Mar  3 14:51:19 2010
















Files:

The rc.conf file


# -- sysinstall generated deltas -- # Mon Jan 11 12:01:10 2010
# Created: Mon Jan 11 12:01:10 2010
# Enable network daemons for user convenience.
# Please make all changes to this file, not to /etc/defaults/rc.conf.
# This file now contains just the overrides from /etc/defaults/rc.conf.
defaultrouter="146.163.133.254"
hostname="chronophobia.exp.ee.siue.edu"
ifconfig_em0="inet 146.163.133.37  netmask 255.255.255.0"
linux_enable="YES"
nfs_client_enable="YES"
ntpdate_enable="YES"
ntpdate_flags="-b shiva.ee.siue.edu"
saver="green"
sshd_enable="YES"
lpd_enable="YES"
hald_enable="YES"
dbus_enable="YES"
gdm_enable="YES"
syslog_ng_enable="YES"

syslogd_enable="NO"


syslog-ng file is at cd /usr/local/etc/ with changes mentioned in  above steps
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